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The Mechanisms, Effects, and Boundaries of Open-Source Intelligence

and Public Diplomacy

Liu Chenghao!
! Tongji University, Shanghai 200092, China

Abstract: Platform-based communication has reshaped the production and diffusion of international public opinion,
pushing public diplomacy from state-centered one-way messaging toward a competitive, multi-actor networked arena. In
this context, open-source intelligence (OSINT) leverages publicly available information to produce evidence-based
narratives through searching, verification, and chain-of-evidence presentation. Once amplified through cross-platform
circulation and repeated citation by media and think tanks, such narratives can enter the public agenda and affect how
international audiences interpret key issues such as attribution of responsibility and assessments of military capability.
Drawing on the evolution of public diplomacy and the perspective of reputational security, this article examines two
cases—the Bellingcat investigation of the MH17 incident and Oryx’s visualized equipment-loss database in the
Russia—Ukraine war—to analyze the mechanisms and boundaries of OSINT’s influence on public diplomacy. The
findings suggest that OSINT does not simply replace official narratives; rather, it changes the starting point of narrative
competition by increasing explanatory advantage through evidential visibility, thereby generating spillover effects on
national image and reputational security. Meanwhile, OSINT is constrained by availability bias, algorithmic
amplification, and the risk that its “third-party” appearance may be instrumentalized. The article concludes with practical
implications for evidence-based communication, cross-source verification, and risk identification in digital public
diplomacy.

Keywords: OSINT; Public Diplomacy; Platform-based Communication; National Image; Reputational Security
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